Privacy Statement
Entrance permission and Access control for physical protection (ZES+ZKS) at JRC Karlsruhe
1. Description
The processing consists of the recording of data of all persons prior to and during their access to the premises and nuclear security areas, archiving and filing data during and after their stay at JRC Karlsruhe.
The processing is needed to have data available to comply with legal requirements for physical protection and radiation protection.
The system also produces and stores ID badges including a personal photo in compliance with German regulations.
The access control system uses biometric identification data. A black and white picture of the iris of the data subject will be taken. This picture will be compared with the one taken by the access control cameras in order to grant or deny access.
Further and more detailed information on the overall functioning of the system and the practical consequences of enrolling, or of failing to do so, is provided hereinafter.
For the collection and further processing of personal data regulation (EC) 45/2001 by the European Parliament and the Council of 18th December 2000 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data, is applicable.
2. Which personal information is collected, what is the legal basis, for what purpose and by which technical means?

Identification Data:
Identification data: photo, name, surname, maiden name, date of birth, place of birth, nationality, address, phone number, e-mail, fax, company name and address, date regarding start of work at JRC Karlsruhe , date regarding end of work at ITU , passport number or ID card, reason for visit. 

Physical Protection data: identification badge including personal photo, security clearance by the competent authorities, working group and security area, permissions in JRC Karlsruhe premises, access to nuclear security areas: yes/no 

Radiological data: training related dates on radiation protection information, occupationally exposed to radiation: yes/no. 

Legal Basis of processing:
- German legislation: 1. Atomgesetz (AtG) §9+§12b+§12c as of 15.07.1985: http://www.gesetze-im-internet.de/atg/index.html 2. Atomrechtliche Zuverlässigkeitsüberprüfungsverordnung (AtZüV) as of 01.07.1999: http://www.gesetze-im-internet.de/atz_v/index.html 3. Strahlenschutzverordnung (StrlSchV) §42 as of 20.07.2001: http://www.gesetze-im-internet.de/strlschv_2001/index.html 
- Euratom Treaty as of 25.03.1957: http://europa.eu/scadplus/treaties/euratom_en.htm 
http://eur-lex.europa.eu/en/treaties/dat/12006A/12006A.html  
Purpose of processing:
The processing consists in making available in the ZES+ZKS software personal data in order to allow the physical protection service to control and manage each individual's access rights and radioprotection status in order to comply with legal regulations.
Technical Information:
The Physical Protection Service directly hosts, manages and monitors the related information on IT systems. Additionally, all paper based information is stored in secure areas. 

3. Who has access to your information and to whom is it disclosed?
Qualified and experienced Physical Protection Service Staff of the JRC Karlsruhe.
In addition, for visitors from outside the EU, the following information is collected: date and place of birth, nationality, personal identification number and private address, company and purpose of the visit.
Also, according to German regulations, in the event of a security incident, we may be required to transfer some information to the competent authorities according to legal requirements.
4. How do we protect and safeguard your information?
The collected personal data and all information related to the above mentioned processing are stored on secured IT systems. Additionally, all paper based information is stored in secure areas. 
5. How can you verify, modify or delete your information?
Should you want to verify which personal data is stored on your behalf by the responsible controller, have it modified, corrected, deleted or blocked, please write an e-mail message to the functional mailbox address mentioned hereafter under "Contact Information", explicitly specifying your request.
6. How long do we keep your data?
Personal data of ITU-Staff and contractors staff will be deleted 5 years after expiration date of the security clearance.
According to art. §42 of the German nuclear legislation (StrlSchV), the data of persons with access to nuclear areas and registered with dosimeter has to be kept until the person in question has reached, or would have reached, 75 years of age. This notwithstanding, the data must be retained for at least 30 years after the end of the employment. In all cases the data will be deleted at the latest 100 years after the date of birth of the data subject.
7. Contact information
Should you have questions relating to the processing of your personal data, please contact the Local Security Officer (LSO) acting as controller at JRC Karlsruhe: JRC-KRU-OSD-Anmeldebuero@ec.europa.eu 
On questions related to the protection of personal data, you can further contact:
- DG JRC Data Protection Coordinator: jrc-data-protection-coordinator@ec.europa.eu 
- Commission's Data Protection Officer: data-protection-officer@ec.europa.eu 
8. Recourse
Complaints can be addressed to the European Data Protection Supervisor: edps@edps.europa.eu 
IRIS RECOGNITION

According to German regulations every person needing to have access to the premises of the ITU on a daily basis has to be subject to a security clearance (§ 3 AtZüV). It is the responsibility of the Security Services to ensure that only those who have obtained the security clearance (ZÜ) have access to the site. Additionally, the Federal State of Baden-Württemberg (Landeseinheitliche Zugangsregelung) imposes us the obligation to identify all individuals before entering the outer security area.
In order to simplify the access process and so as to avoid unnecessary delays for all staff involved, the ITU has decided to implement an iris recognition system as means of identifying and granting access to all staff and contractual agents working on its premises.

Here is a brief description of how the iris recognition system works:

1. First of all, a black and white video image of the iris of the data subject is acquired.

2. The iris features are then digitalized into an iris code.

3. During the recognition phase, the iris code of the person requesting access is compared to the codes in the data base.

4. The software then decides whether to grant or deny access.

In the rare event of a false rejection we recommend that you try again on a different sluice or refer to the guards who will let you in manually after an appropriate identification.

The iris recognition system involves the compilation of biometric data and, as such, requires the consent of the data subjects. Of course, this is not compulsory and those members of the staff and contractual agents who do not wish to participate in the system can identify themselves by means of their passport or identity card with the security guards.
