Privacy Statement
Security clearance at JRC Karlsruhe
1. Description

The Physical Protection Service at the JRC Karlsruhe handles personal data of individuals that have or want to have access to security areas within the premises. The purpose of that data collection and processing is described in detail under point 2, hereafter.

The processing of the data is under the responsibility of the Head of Unit of JRC Sites Radioprotection & Security, acting as controller.

For the collection and further processing of personal data, regulation (EC) 45/2001 by the European Parliament and the Council of 18th December 2000 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data is applicable.

2. Which personal information is collected, for what purpose and by which technical means?

Identification data: name, surname, name of birth, date of birth, gender, place of birth, nationality, address, passport or ID card, Domiciles and stays of more than 3 months during the last 5 years, with Category 1 the last 10 years (incl. the present address – also outside of Germany).
Physical Protection data:  security clearance by the competent authorities, Category of clearance, name and address of the employing company, operational position and / or intended use.
Purpose: The purpose of the processing is to comply with the German legislation "Atomrechtliche Zuverlässigkeits-überprüfungsverordnung" as of 01.07.1999.
Technical means: The Physical Protection Service directly hosts, manages and monitors the related information on secure IT systems. Additionally, all paper based information are stored in secure areas.
3. Who has access to your information and to whom is it disclosed?

Qualified and experienced Physical Protection Service Staff, and if required competent authorities according to legal requirements.
4. How do we protect and safeguard your information?
The collected personal data and all information related to the above mentioned processing are stored on secured IT systems. Additionally, all paper based information is stored in secure areas.
5. How can you verify, modify or delete your information?

In case, you want to verify, modify, delete or block your data or parts of it, please contact the Registration office in Karlsruhe. 

JRC-KRU-OSD-Anmeldebuero@ec.europa.eu 
6. How long do we keep your data?

The retention period for your data is a maximum of 1 year after expiration of your clearance. 
7. Contact information

In case you have questions relating to this processing of your personal data, please contact the Registration office in Karlsruhe JRC-KRU-OSD-Anmeldebuero@ec.europa.eu. 
On questions related to the protection of personal data, you can also contact:

- the JRC Data Protection Co-Ordinator: jrc-data-protection-coordinator@ec.europa.eu
- the Commission's Data Protection Officer: data-protection-officer@ec.europa.eu
8. Recourse

Complaints can be addressed to the European Data Protection Supervisor: edps@edps.eu.int
